


Outline for Driven Guide: Use of Artificial Intelligence at Dealerships
1. Introduction
Purpose of the Guide
Artificial Intelligence (AI) can offer significant benefits to auto dealerships by improving efficiency, customer experience, and profitability. Dealers should deploy AI thoughtfully, with proper oversight, and with careful evaluation of the risks inherent in their use. This Driven Guide describes a governance framework and compliance principles for deploying AI.
History of AI Development
Early AI systems relied heavily on rules and logic and evolved into expert systems that attempted to capture human decision-making. Modern AI has been shaped by machine learning, deep learning, natural language processing, and generative models, which now allow systems to recognize patterns, produce text and images, support decision-making, and automate complex workflows. 
Different types of AI 
There are two primary types of AI: generative and agentic. Generative AI creates new content—such as text, images, summaries, or code—based on patterns learned from data, making it useful for tasks like drafting marketing copy or customer communications. Agentic AI goes a step further by taking actions toward a goal (or acting as an “agent” of the user), such as autonomously responding to leads, scheduling follow-ups, or coordinating workflows. Agentic AI can increase efficiency but also raises greater oversight and compliance considerations.
Uses of AI in dealerships 
Dealerships need to evaluate how AI will be used. Although the principles set forth in this guide apply across AI use cases, the risks that a dealer must consider will vary depending on the manner in which the AI is deployed.
Large Language Models (LLM): Dealerships may choose to only authorize their employees to use publicly available LLMs like Claude, ChatGPT, or Gemini to assist with tasks. This is the AI use that has the highest risk because any information entered is publicly available and will likely be used to train the AI system. The risk can be higher if dealership employees use LLMs without the dealership’s knowledge or authorization outside of the dealership’s because it cannot be tracked and controlled. 
Enterprise System: An enterprise AI system is an AI tool or platform deployed within an organization’s-controlled environment and governed by contractual, technical, and administrative safeguards.   An example of an enterprise system is when a dealer has a contract with Anthropic, OpenAI, or another provider that, under the contract, creates protections for the dealer. For example, an employee using a enterprise could input business information without the data becoming publicly available.
 Vendor Product with AI: Many vendors are starting to incorporate AI capabilities in their products, such as a DMS or compliance system. If a current vendor starts incorporating AI into their product, dealers should request updated terms and conditions to ensure there is no legal liability due to this functionality. This guide will discuss how to onboard new AI vendors. 
Key Risks of AI Use
AI can create significant legal, reputational, and financial risks for dealerships if it generates inaccurate, biased, misleading, or unauthorized outputs or operates without appropriate governance and oversight. 

2. Legal Landscape on AI
AI may implicate a range of laws depending on how it is integrated into dealership operations and the specific use cases involved. Businesses and individuals remain responsible for unlawful AI-generated outputs. Current law does not provide a defense simply because the violation resulted from the use of AI or was the “fault” of the AI system. NADA has issued a variety of Driven guides that address many of these subjects that are not specific to AI, but the same legal principles should be followed. 
Advertising 
Deploying AI for dealer advertising needs to be carefully monitored to ensure it does not violate Section 5 of the FTC Act for unfair or deceptive acts or practices. The FTC has initiated high-profile enforcement actions against dealerships for not truthfully and transparently advertising the price of vehicles. AI could generate misleading claims or fail to provide sufficient disclosures. Dealerships must ensure that AI-generated content adheres to FTC truth-in-advertising standards, which considers the “net impression” of a reasonable person. 
Data Security
Dealerships also need to consider how deployment of AI impacts their obligations under the FTC Privacy and Safeguards Rules. 
FTC Privacy Rule: The FTC Privacy Rule requires dealerships to provide clear notices about how they collect, use, and share consumer data. If AI tools are deployed using customer information, dealerships may need to disclose that fact in privacy notices and ensure it is aligned with the dealership privacy policy. 
FTC Safeguards Rule: Dealerships must continue to adhere to the FTC Safeguards Rule when an AI tool has access control to systems, access to encrypted information, or is processing sensitive information. An AI tool or vendor could also be considered a service provider under the Safeguards Rule, which necessitates certain contractual provisions be included. Targeted, automated ads based on personal data triggers should also be considered under the Safeguards Rule. If there is a data breach of an AI tool that has sensitive information, that could also trigger notification requirements under the Rule.
Consumer Lending
Unfair, Deceptive and Abusive Acts and Practices (UDAAP): Dealers who provide direct financing and do not assign a retail installment contract to a lender are under the jurisdiction of the Dodd Frank Act and the Consumer Financial Protection Bureau (CFPB).Dealers who use AI in their financing operations should ensure the AI follows all fair lending guidelines as the CFPB has broad jurisdiction to enforce unfair, deceptive, or abusive acts of practices in the context of offering and providing consumer financial products and services. 

Equal Credit Opportunity Act (ECOA): Deployment of AI will also result in close review for dealerships as they facilitate consumer lending to purchase vehicles. ECOA prohibits lenders from discriminating against protected classes when applying for credit. If AI tools are used to make decisions regarding credit, dealerships should ensure the AI tool is programmed to prevent discriminatory outcomes and decisions. 

Fair Credit Opportunity Act (FCRA): FCRA requires accuracy, fairness, and lawful use of consumer credit information. When dealerships deploy AI tools for credit checks, underwriting, or financing decisions, they must ensure that these systems comply with FCRA standards. AI-driven processes that pull or analyze credit data must maintain data integrity, avoid unauthorized access, and provide consumers with required disclosures. Additionally, dealerships must have procedures for addressing disputes and correcting errors in AI-generated credit assessments.

Truth in Lending Act (TILA): AI-generated loan terms and disclosures must meet transparency standards under TILA by including the APR, finance charge, amount financed, and total payment. If an advertisement includes any TILA triggering terms (amount or percentage of down payment, amount of payment, number of payments, or dollar amount) it must also include the amount or percentage of the downpayment, the terms of repayment, and APR.
Sales & Marketing 
[bookmark: _Hlk220487822]Telephone Consumer Protection Act (TCPA): Dealerships should ensure that any telemarketing used with AI tools follow TCPA requirements for consent, call frequency, and automated dialing. Dealers must ensure AI systems adhere to opt-in requirements and maintain accurate records. Automated scheduling and customer communications should adhere to TCPA requirements for consent and frequency of contact.
Employment
AI tools can also be utilized in hiring and employment decisions to identify and screen candidates. However, dealerships need to ensure the use of AI does not discriminate against certain candidates. 
[bookmark: _Hlk220486453]Age Discrimination and Employment Act (ADEA): The use of AI during the hiring process could implicate the ADEA which prohibits employers from age discrimination in job advertising, recruiting, and hiring. For example, an AI system may advertise a job posting and limit the audience to younger applicants or has design features that discourage older applicants.
 
[bookmark: _Hlk220486529]Americans with Disabilities Act (ADA): The ADA prohibits discrimination against individuals with disabilities in employment and public accommodations. When dealerships use AI tools for hiring, customer service, or accessibility-related functions, they must ensure these systems do not create barriers for individuals with disabilities. For example, automated resume screening tools should not have an algorithm that discerns an applicant’s disability. AI-driven customer interfaces—such as chatbots or voice assistants—must be accessible to individuals with visual, auditory, or cognitive impairments. Failure to provide reasonable accommodations or accessible technology could result in ADA violations.
[bookmark: _Hlk220486573]Title VII of the Civil Rights Act: The use of AI in employment decisions—such as resume screening, candidate ranking, and predictive hiring—can create significant exposure under Title VII, which prohibits discrimination based on race, color, religion, sex, or national origin. If an AI system relies on biased training data or applies algorithms that disproportionately impact protected classes, dealerships could face claims of disparate treatment or disparate impact. If dealerships are using AI to target specific audiences for advertising employment opportunities, Title VII could also be implicated because it could deprive a protected class of employment opportunities or indicating a preference based on a protected characteristic.  
2.1  Emerging AI Regulations 
AI transparency and disclosure requirements
As of this writing, there are currently no federal regulatory requirements for AI specifically and the regulatory view on AI is still developing. Generally, the current administration has stated that there should be no barriers to AI adoption but has asked that developing models be reviewed by the government.  
Despite the lack of action by the federal government, there is an emerging list of state patchworks regarding transparency and disclosure requirements that has emerged. Some examples of these state laws are:
AI Governance Program and Documentation: Some state laws have required deployers of AI to have written  policies, procedures, or a robust governance or risk management program. The laws also may require retention of internal assessment and mitigation documentation. 
Training: Certain laws include requirements for training staff about AI governance practices and procedures. 
Responsible Individual: Requirements to designate an AI governance officer or other qualified and responsible individual. 
Transparency: Companies using AI must post public notice of AI governance policies or general disclosures of system information. There are also requirements to label consumer-facing AI systems or provide up front notification about its use. 
Explanation/Incident Reporting: Businesses need to provide an explanation of AI-facilitated decisions or disclose AI incidents to affected consumers or the government. 
Opt Out: Businesses using AI must provide an alternative to an AI-facilitated decision, respect other opt out choices or provide a mechanism to appeal. 
Automated decision-making restrictions 
Automated decision making (ADMT) is also being regulated under state laws. ADMT is defined as automated decision-making technology that processes personal data to generate outputs (including predictions, scores and classifications) and is used to materially influence a consequential decision. Many of the considerations mentioned in the last section would apply if ADMT is used such as an AI enabled tool making a decision on a customer’s credit application. 
3. AI Use Cases in Dealerships
Marketing (targeting, personalization, ad copy generation)
Generative AI can be used to deliver highly targeted advertisements in Google search results and social media for the general public or specific audiences.   Dealers can also incorporate AI into tools used to contact customers by call or text for marketing or informational purposes like when service on a vehicle has been completed.
Sales (chatbots, lead scoring, pricing tools)
AI can use customer data from a variety of sources and prior interactions to price trade-in vehicles and provide pricing guidance on vehicles. 
F & I (credit decision assistance, fraud detection)
AI-powered platforms can automate credit checks and underwriting. These systems analyze credit profiles and income data to match buyers with the most suitable financing options. Software can also fill out legally mandated forms and information in the RISC and ensure all documentation is included in the deal jacket. 
Customer service (scheduling assistance)
AI-powered systems can optimize call timing and personalize scripts based on prior interactions. Voice AI tools can handle routine inquiries, schedule appointments, and follow up on leads over the phone or through chatbots. 
Service (predictive maintenance)
Predictive maintenance tools can analyze vehicle data to anticipate potential failures and assist technicians by quickly identifying routine issues.  
4. Compliance Principles

4.1 Transparency 
Disclose AI use to consumers when appropriate
Even where a specific law does not require disclosure, dealerships should consider clear and timely notice when consumers are interacting with AI or when AI materially assists a consumer-facing process. Disclosure is particularly important for chatbots, voice assistants, automated lead follow-up, appointment scheduling, personalized offers, payment estimates, trade-in tools, and any system that could reasonably create the impression that the consumer is communicating only with a human employee. The notice should be easy to understand, placed where the consumer will see it before or during the interaction, and written in plain language that explains the role of AI without overstating or minimizing its significance. Where AI is used to support automated decision-making or materially influence a consequential outcome, the dealership should consider whether the consumer should be told that AI was involved, what general factors were considered, whether a human review is available, and how the consumer may ask questions or correct inaccurate information.
Avoid misleading representations
Dealerships should avoid misleading representations about AI systems, including claims that a tool is more accurate, autonomous, personalized, secure, fair, or human-like than can be supported. Employees and vendors should not describe an AI tool as replacing legal, credit, compliance, finance, sales, or service judgment unless the dealership has verified that the statement is accurate and consistent with approved use. Transparency also means avoiding a misleading “human-only” impression when a chatbot, voice tool, email generator, pricing engine, or recommendation system is producing or materially shaping the communication. AI-generated content should be reviewed for accuracy before it is used in advertising, consumer communications, financing discussions, service recommendations, or employee-facing decisions. Dealerships should maintain consistent disclosures across websites, digital retailing tools, chat interfaces, scripts, forms, and vendor platforms so consumers receive a clear and accurate understanding of how AI is being used and who remains accountable for the final decision or communication.
4.2 Fairness and Non-Discrimination 
Past enforcement actions have alleged dealerships engaged in disparate impact-- practices that resulted in disproportionate impact to certain ethnicities or minorities, such as credit and voluntary product transactions.  There has been significant regulatory scrutiny regarding bias in AI systems. For example, AI systems could be trained on datasets that do not include certain ethnic or minority groups, so may discriminate against them in making decisions. Dealers should ensure AI systems are trained on datasets that represent all groups equally.    
4.3 Privacy & Data Protection
Data minimization
A critical first step is to identify the minimum data needed for the AI system to perform the approved use case. Dealerships should not enter, upload, or connect personal information, credit information, employee information, trade-in data, deal jacket materials, call recordings, or other sensitive records unless that information is necessary for the system’s documented purpose. Data minimization should apply both to the information provided by employees in prompts and to the data made available through system integrations, APIs, vendor platforms, CRM tools, DMS tools, lender portals, and marketing systems. At the same time, dealerships should retain enough information to test whether the AI system is accurate, reliable, and compliant. The goal is to avoid unnecessary exposure of customer or dealership data while preserving the ability to validate outputs, investigate complaints, and monitor system performance.
Purpose limitation
Dealerships should define a clear, specific, and documented purpose for any use of personal data in an AI system before the system is deployed. The approved purpose should identify the business function, the categories of data used, the users or departments permitted to access the system, the types of output expected, and any decisions or communications the tool may influence. Data collected for one purpose should not be repurposed for unrelated AI training, marketing, profiling, employee evaluation, or automated decision-making without additional review and, where required, consumer notice, consent, contract authority, or legal approval. Purpose limitation should also be reflected in vendor agreements, system configurations, access permissions, and employee training so that the dealership can demonstrate that AI-related data processing remains aligned with its privacy notices, consumer expectations, and internal governance requirements.
Secure storage and transmission
Any data stored in, transmitted to, or processed by an AI system should be protected through security controls appropriate to the sensitivity of the information and the risks presented by the use case. Dealerships should ensure alignment with the FTC Safeguards Rule, including access controls, encryption of sensitive information in transit and at rest where appropriate, multi-factor authentication, logging and monitoring, secure disposal, vendor oversight, and incident response procedures. AI tools should not become an uncontrolled pathway for customer financial information, nonpublic personal information, employee records, credentials, or confidential dealership data to move outside approved environments. Where an AI vendor receives or processes customer information, the dealership should treat the vendor as a potential service provider and confirm that the contract requires appropriate safeguards, breach notification, cooperation with investigations, and deletion or return of data when the relationship ends. More information on the FTC Safeguards Rule can be found in the Driven Guide “A Dealer Guide to the FTC Safeguards Rule.”
4.4 Accountability
Human oversight requirements
Implementation of AI should not be treated as a “set it and forget it” exercise. Dealerships should define when and how human oversight is required, who is responsible for reviewing AI outputs, and what authority that person has to accept, modify, reject, or escalate the output. Human review is especially important when AI is used for consumer-facing communications, pricing or offer generation, lead scoring, credit or financing support, employment screening, service recommendations, or any other activity that could materially affect a consumer, employee, or dealership obligation. Oversight should be meaningful rather than ceremonial; reviewers should understand the use case, be trained on the tool’s limitations, have access to relevant source information, and be expected to verify accuracy, fairness, disclosures, and consistency with dealership policy before the output is used. The level of oversight should increase as the risk of consumer harm, legal exposure, or operational disruption increases.
Ownership of AI decisions
Dealerships should assign clear ownership for AI governance and for each AI system or use case. A senior executive or designated governance leader should be accountable for the dealership’s overall AI program, including policy approval, risk prioritization, resource allocation, and escalation of significant issues. In addition, each AI tool should have a business owner who understands the operational purpose of the tool and is responsible for ensuring that it is used only as approved, monitored appropriately, and reevaluated when the use case, vendor, data sources, or regulatory environment changes. Technical teams, vendors, compliance personnel, and employees may all play important roles, but accountability should not be diffused in a way that makes it unclear who is responsible for decisions, oversight, remediation, or discontinuation. This approach is consistent with AI governance principles that emphasize documented roles, lines of communication, executive responsibility, and accountable risk management throughout the AI lifecycle. This is similar to having a Qualified Individual as is required by the FTC Safeguards Rule. 
Escalation protocols
Dealerships should establish escalation protocols that specify when AI outputs or system behavior must be reviewed by a manager, compliance officer, legal counsel, information security, vendor owner, or senior leadership. Escalation should be triggered by business risk, not only by technical severity. Examples may include AI-generated pricing or financing information that conflicts with approved disclosures, chatbot statements that appear misleading, lead routing outcomes that suggest potential bias, use of unapproved customer data, repeated hallucinations, security alerts, vendor model changes, consumer complaints, accessibility issues, or any output that an employee cannot explain or verify. The escalation protocol should identify who receives the issue, how quickly it must be reviewed, what records must be preserved, whether the tool should be paused or limited during review, and how corrective action will be documented. Where feasible, escalation triggers should be built directly into AI workflows, but employees should also be trained to escalate concerns manually when the system does not detect the issue on its own.
4.5 Accuracy & Reliability
AI outputs should be reviewed for accuracy, completeness, and reliability before they are used in dealership operations or shared with consumers, lenders, vendors, regulators, or employees.  Attention should be paid to hallucinations, where a model confidently produces false, fabricated, outdated, or unsupported information. 
Before deploying an AI tool, dealerships should validate that the system performs as intended for the approved use case. Validation should include realistic test scenarios, representative data, defined performance expectations, and review by personnel who understand the underlying business process. 
5. Governance Framework
5.1 AI Inventory
List all AI tools/vendors
Dealerships should maintain a documented inventory of all AI tools, systems, and vendors used across the business. This inventory should include publicly available large language models used by employees, enterprise AI systems deployed internally, and third-party vendor products that incorporate AI functionality. For each tool or vendor, the inventory should identify the business owner, purpose of use, departments affected, categories of data accessed, whether the tool interacts with consumers or influences consequential decisions, and any key contractual or compliance considerations. Maintaining a current AI inventory helps dealerships understand where AI is being used, assign accountability, prioritize risk review, and support ongoing monitoring, audits, and governance.
Categorize by risk level 
Once dealerships have identified the AI tools and vendors in use, they should categorize each one by risk level, such as low, medium, or high, based on its potential legal, operational, and consumer impact. Relevant factors may include the sensitivity of the data the tool can access, whether it interacts directly with consumers, whether it influences consequential decisions such as pricing, credit, employment, or marketing, the degree of human oversight involved, and the dealership’s level of dependence on the tool for business operations. Risk categorization helps dealerships prioritize which tools require heightened review, stronger controls, more frequent monitoring, or senior-level approval before deployment and during ongoing use.
5.2 Risk Assessment Process
Legal risk
Dealerships should assess the legal risk associated with each AI tool before and during use by identifying the laws, regulations, and regulatory expectations the tool could implicate based on its function, data inputs, and outputs. This analysis should consider which authorities or private parties could challenge its use, including consumers, or state and federal law enforcement. Legal risk review should also account for whether the tool could create risk through inaccurate statements, deficient disclosures, discriminatory outcomes, unauthorized data use, or inadequate oversight. 
Consumer harm 
Dealerships should evaluate the potential consumer harm associated with each AI tool by considering how an error, malfunction, or biased output could negatively affect a customer. This assessment should examine both the severity and likelihood of harm, including whether the tool could misstate pricing or financing terms, make a misleading recommendation, deny a consumer a meaningful opportunity, expose sensitive information, create accessibility barriers, or otherwise cause financial, practical, or reputational harm to the consumer. The analysis should also consider whether the consumer would know an error occurred, whether the harm could be corrected quickly, and whether human review or escalation mechanisms are sufficient to prevent or mitigate the impact. A documented consumer harm assessment helps dealerships identify which AI tools require stronger controls, additional testing, more prominent disclosures, or enhanced oversight before and during use.
Financial impact
Dealerships should assess the financial impact of each AI tool by evaluating both its expected benefits and its full cost of implementation, operation, and oversight. This analysis should consider whether the tool is likely to reduce costs while increasing efficiency. Dealerships should also consider the cost of replacing the tool if it does not perform as expected. A documented financial impact assessment helps dealerships determine whether an AI tool provides a sustainable business benefit and what budget, controls, or approvals are appropriate before and during deployment.
5.3 Approval & Review
Pre-deployment review 
There should always be a pre-deployment review of AI before it is implemented in dealership operations. At a minimum, legal and compliance personnel should assess the proposed use case, the data the system will access, the decisions or communications it may influence, and the laws and internal policies it could implicate. This review should confirm that appropriate disclosures, human oversight, escalation procedures, testing protocols, and contractual safeguards are in place before launch. 
Ongoing audits and revalidation
After deployment, AI systems should be subject to ongoing audits and periodic revalidation to confirm they continue to operate as intended and remain aligned with legal, business, and compliance expectations. Maintaining records of audit findings, corrective actions, and revalidation decisions can help demonstrate responsible governance and allow the dealership to identify emerging issues before they result in consumer harm, operational disruption, or regulatory exposure.
AI system performance can change over time based on updates to a dealer’s data. There should always be a human in the loop to ensure accuracy and reliability of outputs. If an AI system cannot cite its source or explain its reasoning for a decision that should be a red flag. 
6. Vendor Management
Contract provisions
Indemnification
Dealerships should seek indemnification provisions that allocate to the vendor the risks arising from the vendor’s AI product, data practices, and service delivery. At a minimum, the vendor should consider indemnifying the dealership against third-party claims and losses arising from the vendor’s infringement of intellectual property rights, unauthorized use of data, breach of confidentiality, security failures, violations of law attributable to the vendor’s conduct, and material failures of the product to perform in accordance with contractual commitments. Indemnity language should be reviewed carefully to ensure that any exclusions, procedures, or liability caps do not undermine the practical value of the protection.
Data protection clauses
AI vendor agreements should include data protection clauses that clearly define the categories of data the vendor may access, the permitted purposes for processing, restrictions on disclosure and secondary use, confidentiality obligations, retention limits, and requirements for deletion or return of data at the end of the relationship. The agreement should also address breach notification timing, subprocessor approvals or disclosures, cooperation with investigations or consumer requests where relevant, and responsibility for implementing technical and organizational safeguards appropriate to the sensitivity of the information. Where the AI tool may process regulated or sensitive information, the dealership should ensure the contract aligns with its broader privacy notices, information security program, and legal obligations.
Audit rights
Dealerships should consider including audit rights or other verification mechanisms that allow them to confirm the vendor’s compliance with key contractual, security, and data governance obligations. Depending on the sensitivity and risk of the AI tool, these rights may include the right to review relevant policies, certifications, summaries of independent assessments, testing documentation, or responses to reasonable diligence questionnaires, as well as the right to receive prompt notice of material incidents or significant changes to the vendor’s AI functionality or vendor arrangements. Audit rights should be tailored so they are practical to exercise while still giving the dealership meaningful visibility into whether the vendor is operating the service in a manner consistent with the contract and applicable obligations.
Ongoing monitoring
Implementation of AI systems should not be a set it and forget it exercise. After implementation, the dealership should monitor the vendor’s AI functionality on an ongoing basis to confirm that it continues to operate as expected, remains suitable for the intended use case, and does not introduce new legal, security, or operational risks. Ongoing monitoring may include periodic reviews of output quality, complaints, incidents, service levels, model or feature changes, security updates, and any evidence of drift, bias, or performance degradation. The dealership should also ensure the vendor continues to comply with key contractual commitments, including data use restrictions, incident notification obligations, and audit or reporting requirements, and should establish a process for escalation, remediation, or reevaluation if material issues arise.
Data usage and ownership 
Any contractual agreement with a vendor that utilizes AI should clearly address data usage and ownership. The agreement should specify that the dealership retains ownership of its customer, employee, operational, and other proprietary data, while the vendor receives only a limited right to access and use that data as necessary to provide the contracted services. The agreement should also prohibit the vendor from selling, sharing, or using dealership data to train general models or for any other secondary purpose without the dealership’s express written consent. 
Model training sources
Dealerships should ask vendors to identify the sources of data used to train, fine-tune, and evaluate the AI model, including whether the data is licensed, publicly available, customer-provided, synthetic, or obtained from third parties. Particular attention should be paid to whether personal information, regulated data, copyrighted material, or industry-specific datasets were used and whether the vendor has the rights, permissions, and governance controls necessary to use them lawfully. 
Bias testing practices
Dealerships should ask vendors to describe how they test AI systems for bias before deployment and on an ongoing basis, particularly where the tool may affect marketing, pricing, credit, employment, or other consequential decisions. The vendor should be able to explain what populations, variables, and outcomes are evaluated, what fairness metrics or validation methods are used, and whether testing is performed across different demographic groups, customer segments, or use scenarios that could reveal disparate treatment or disparate impact. Dealerships should also request information about the frequency of testing, the documentation maintained, and the remediation steps the vendor takes when material bias, drift, or performance disparities are identified. 
Security controls
Dealerships should evaluate whether the vendor maintains security controls appropriate to the sensitivity of the data processed and the risks created by the AI system. Vendors should be prepared to describe their access controls, authentication requirements, encryption practices for data in transit and at rest, logging and monitoring, vulnerability management, incident response procedures, segregation of customer environments, and oversight of subprocessors or downstream model providers. The dealership should also consider whether the vendor has undergone independent security assessments, such as SOC 2 or similar reviews, and whether its controls align with the dealership’s obligations under applicable privacy, security, and information governance requirements. Security diligence should focus not only on the application itself, but also on the broader data flows, integrations, and third-party dependencies that support AI functionality.
7. Marketing & Communications Compliance
7.1 Advertising
Utilizing AI could run afoul of Section 5 of the FTC Act regarding truthful and transparent vehicle pricing. Dealerships must ensure that AI-generated content adheres to FTC truth-in-advertising standards, which considers the “net impression” of a reasonable person. AI could generate misleading claims, fail to provide sufficient disclosures, or misleading decisions or outcomes such as improper vehicle valuation or vehicle offering price. 
7.2 Telemarketing 
Dealerships need to ensure any telemarketing used with AI tools follow TCPA requirements for consent, call frequency, and automated dialing. Dealers must ensure AI systems adhere to opt-in requirements and maintain accurate records. Automated scheduling and customer communications should adhere to TCPA requirements for consent and frequency of contact. Dealerships should also disclose when a consumer is communicating with AI and avoid creating a misleading impression that the consumer is engaging only with a human.
7.3 Personalization & Targeting
AI can be used to deliver highly tailored messaging, visuals, and offers to individual consumers in real time. However, there can be risks in if the system is programmed to only target, or provide offers, to certain groups. Before using AI for advertising personalization and targeting, dealers should analyze what data is being used to target the individual consumers. 
Personalization also requires access to sensitive consumer data. Dealers must assess whether using AI for personalization and targeting violates existing data agreements, violates terms of service for third party platform data and collects personal data without proper consent. 
8. Sales & F&I Compliance
8.1 Lead Scoring & Routing
AI tools used for lead scoring and routing should be designed and monitored to prioritize legitimate business criteria, such as consumer inquiry timing, vehicle interest, location, availability, and follow-up preferences, rather than characteristics that could create discriminatory outcomes. Dealerships should avoid allowing an AI system to steer, deprioritize, or exclude leads based on protected characteristics or proxies for those characteristics. The dealership should document the criteria used by the tool, retain sufficient records to explain why leads are assigned or prioritized, and require human oversight where the routing decision could materially affect a consumer’s opportunity to receive timely information, negotiate, or purchase a vehicle.
8.2 Pricing & Offers
AI-assisted pricing and offer tools should be reviewed to ensure that generated prices, discounts, rebates, trade-in estimates, and payment examples are accurate, transparent, and consistent with the dealership’s advertised pricing and applicable disclosures. Dealers should not rely on pricing that cannot be explained or validated, particularly where the tool may adjust offers based on consumer data, browsing behavior, or perceived willingness to pay. Any AI-generated price or offer should be the total price including all mandatory fees, unavailable rebates, undisclosed financing conditions, or other inconsistencies between advertising, website listings, showroom communications, and final transaction documents.
8.3 Credit & Financing
AI tools used in credit and financing should not be deployed to make or materially influence credit decisions without legal and compliance review. Where an AI system supports credit checks, underwriting assistance, lender matching, fraud detection, payment quoting, or deal jacket preparation, the dealership should confirm that the tool complies with FCRA, ECOA, TILA, privacy, and Safeguards Rule requirements. The system should preserve explainability sufficient to support required disclosures, including adverse action notices where applicable, and should be tested for accuracy, bias, and consistency with lender and dealership policies. Human review should remain available for credit-related outputs, especially where an error could affect financing eligibility, rate, payment terms, or the consumer’s ability to complete a transaction.
9. Data Governance
9.1 Data sources
Dealerships should identify and document all data sources used by AI systems, including CRM records, DMS data, website and chatbot interactions, call recordings or transcripts, lead providers, lender portals, OEM systems, service records, and third-party marketing or data enrichment sources. For each source, the dealership should understand what categories of personal information are collected, whether the data includes sensitive or regulated information, how the data is obtained, and whether the dealership has the contractual and legal rights necessary to use it for the intended AI purpose. 
9.2 Data quality controls
AI systems are only as reliable as the data they use, so dealerships should implement controls to ensure that AI inputs are accurate, complete, current, and appropriate for the stated purpose. These controls may include validation checks before data is ingested, restrictions on manual overrides, periodic reconciliation between source systems, monitoring for duplicate or outdated records, and procedures for correcting inaccurate customer or transaction information. 
9.3 Retention policies
Dealerships should maintain retention policies that specify how long AI-related inputs, outputs, logs, prompts, training data, evaluation records, and consumer information will be kept. When data is no longer needed, the dealership should ensure that it is securely deleted, de-identified, archived, or destroyed in accordance with its information security program, vendor contracts, and applicable recordkeeping obligations. Vendor agreements should also require timely return or deletion of dealership data at the end of the relationship or upon request, subject to legally required retention exceptions.
10. Monitoring, Testing & Auditing
10.1 Regular model performance reviews
Dealerships should conduct regular performance reviews of AI systems after deployment to confirm that the tool continues to operate as intended and remains appropriate for the approved use case. These reviews should evaluate whether the system’s outputs are accurate, complete, explainable, timely, and consistent with dealership policy, vendor commitments, and applicable legal requirements. 
10.2 Bias testing and documentation
Dealerships should test AI systems for potential bias before deployment and periodically thereafter, particularly where the tool may affect marketing eligibility, lead prioritization, pricing, credit, employment, or other consequential outcomes. Testing should be documented in a manner that allows the dealership to understand what was reviewed, what data was used, what results were observed, and what corrective action was taken. Where testing is performed by a vendor, the dealership should obtain sufficient documentation or certifications to support its own governance obligations rather than relying solely on general assurances that the system is fair or compliant.
10.3 Complaint monitoring
Consumer complaints, employee concerns, vendor incident reports, and internal quality issues can provide early warning signs that an AI system is producing inaccurate, misleading, unfair, or confusing results. Dealerships should monitor complaints and feedback for patterns that may indicate an AI-related issue, such as inconsistent pricing information, improper lead handling, unexplained financing outcomes, inaccessible chatbot interactions, unwanted communications, or inaccurate vehicle or service recommendations. When a recurring or material issue is identified, the dealership should reassess the tool’s configuration, vendor performance, disclosures, training, and continued suitability for use.
10.4 Logging and recordkeeping
Dealerships should maintain logs and records sufficient to explain, evaluate, and audit AI system activity. Depending on the use case, relevant records may include system inputs, outputs, prompts, user activity, model versions, configuration changes, vendor updates, testing results, escalation decisions, consumer disclosures, override activity, and remediation steps. Recordkeeping should be designed to support compliance reviews, consumer inquiries, vendor oversight, dispute resolution, and regulatory examinations, while also respecting data minimization and retention policies. 
11. Incident Response
11.1 Identifying AI-related incidents
Dealerships should define what constitutes an AI-related incident and ensure employees know how to recognize and report one. Incidents may include misleading or inaccurate AI-generated advertising, chatbot statements that misrepresent pricing or financing terms, unauthorized use or disclosure of customer information, discriminatory or biased outputs, improper lead routing, inaccessible consumer-facing tools, vendor outages, security events, or AI outputs that conflict with dealership policy. The incident definition should be broad enough to capture both technical failures and business or compliance failures, because AI-related harm may arise even when the underlying system is functioning as designed. Early identification allows the dealership to contain the issue, preserve relevant records, assess consumer impact, and determine whether vendor, legal, compliance, information security, or senior management involvement is required.
11.2 Internal escalation procedures
Dealerships should maintain internal escalation procedures that identify who must be notified when an AI-related incident is discovered, how quickly the notification must occur, and who has authority to pause, disable, or modify the AI tool. The procedure should require preservation of relevant evidence, including prompts, outputs, logs, screenshots, communications, vendor notices, configuration settings, and consumer complaints. A clear escalation path helps avoid fragmented responses and ensures that operational fixes, legal analysis, consumer communications, and vendor remediation are coordinated.
11.3 Consumer remediation
Consumer remediation should be tailored to the nature and severity of the AI-related incident. Depending on the circumstances, remediation may include correcting inaccurate information, honoring a price or offer where appropriate, providing revised disclosures, withdrawing improper communications, giving consumers an opportunity for human review, correcting credit or financing records, stopping further use of affected data, offering identity protection services, or taking other steps necessary to prevent or reduce consumer harm. The dealership should also address root causes by updating policies, retraining employees, modifying system settings, requiring vendor corrective action, retesting the tool, or suspending use until the issue is resolved. Remediation decisions should be documented to show that the dealership considered consumer impact, legal obligations, fairness, consistency, and prevention of recurrence.
12. Training & Culture
12.1 Employee training on AI risks and proper use
Dealerships should provide employees with practical training on the risks, limitations, and appropriate use of AI tools before employees are permitted to use them in dealership operations. Training should explain that AI outputs may be inaccurate, incomplete, biased, outdated, or misleading, and that employees remain responsible for verifying AI-assisted work before relying on it or sharing it with consumers, lenders, vendors, regulators, or other employees. Employees should also be trained not to enter confidential, proprietary, customer, credit, employment, or other regulated information into public or unapproved AI tools. Effective training should use dealership-specific examples, such as AI-generated advertising claims, chatbot responses, lead follow-up scripts, credit or payment summaries, service recommendations, and employee screening outputs, so employees understand how AI risks arise in their daily work.
12.2 Acceptable use policies
Dealerships should adopt an acceptable use policy that clearly states which AI tools are approved, which uses are prohibited, what data may not be entered into AI systems, and when human review or management approval is required. The policy should distinguish between public AI tools, enterprise-approved systems, and vendor products with embedded AI functionality, because each category presents different data, security, and oversight risks. At a minimum, the policy should prohibit employees from using unapproved AI tools for consumer communications, credit or financing analysis, employment decisions, legal advice, pricing commitments, confidential dealership strategy, or any task involving sensitive personal information unless the use has been reviewed and approved. The policy should also establish a process for employees to request approval of new AI tools or use cases, report concerns, and obtain guidance when they are unsure whether a proposed use is permitted.
12.3 Role-based training
AI training should be tailored to the employee’s role, responsibilities, and risk exposure rather than delivered only as a generic awareness module. Sales personnel should understand risks related to lead handling, pricing statements, trade-in estimates, customer communications, and chatbot or digital retailing tools. F&I personnel should receive deeper training on credit information, lender matching, adverse action issues, payment disclosures, fraud tools, deal jacket automation, and restrictions on using AI to influence financing outcomes. Marketing personnel should focus on advertising accuracy, personalization, targeting, consent, disclosures, and avoidance of discriminatory or deceptive claims. Managers, compliance staff, IT personnel, and vendor owners should receive additional training on approval workflows, monitoring, incident escalation, vendor oversight, recordkeeping, and when to pause or disable an AI system. Role-based training helps create a culture in which employees understand not only how to use AI efficiently, but also when to slow down, verify outputs, escalate concerns, and protect consumers and the dealership.
13. Documentation & Recordkeeping
13.1 AI system documentation
Dealerships should maintain documentation for each approved AI system sufficient to explain what the system does, why it is being used, who owns it, what data it accesses, what outputs it generates, and what controls apply. The documentation should identify the business purpose, approved use cases, prohibited uses, affected departments, vendor or internal owner, integration points, risk classification, human oversight requirements, testing expectations, and applicable legal or compliance considerations. For vendor-provided AI tools, dealerships should retain relevant product descriptions, data flow information, security documentation, contractual commitments, model or feature change notices, and evidence of vendor review. Maintaining this documentation in a centralized inventory helps the dealership demonstrate that AI use is intentional, reviewed, and governed rather than informal or ad hoc.
13.2 Decision logs
For AI tools that influence consumer communications, pricing, lead handling, credit, employment, service recommendations, or other consequential activities, dealerships should maintain decision logs that allow the dealership to reconstruct how significant outputs or recommendations were generated and acted upon. Depending on the use case, decision logs may include the date and time of the output, the system or model version used, the user or department involved, relevant inputs, the generated output, any human review or override, escalation decisions, and the final action taken. Decision logs should be designed to support complaint investigation, dispute resolution, regulatory examinations, vendor oversight, and internal audits. They should also be retained and protected in a manner consistent with privacy, security, and data minimization obligations.
13.4 Audit trails
Dealerships should preserve audit trails that show who accessed or used an AI system, what action was taken, when it occurred, what data or records were involved, and whether any system configuration, permission, prompt, workflow, or output was changed. Audit trails are especially important for higher-risk AI systems because they provide evidence that policies and controls were actually operating, not merely documented. Effective audit trails can support root-cause analysis, security investigations, model performance reviews, consumer complaint handling, and regulatory or lender inquiries. Access to audit trail records should be limited to authorized personnel, protected against alteration, reviewed periodically, and retained for an appropriate period based on legal, operational, and compliance needs.
14. Implementation Roadmap
14.1 Inventory and risk assessment
The first implementation phase should focus on identifying where AI is already being used or planned across the dealership and assessing the risk associated with each use case. This phase includes public generative AI tools used by employees, enterprise AI systems, vendor products with embedded AI functionality, and any automated tools that influence consumer communications, pricing, credit, employment, marketing, service, or operational decisions. For each tool, the dealership should document the business owner, purpose, data sources, affected departments, consumer impact, vendor involvement, and risk level. This phase should produce a current AI inventory, an initial risk ranking, and a prioritized list of tools requiring additional review, restrictions, remediation, or discontinuation.
14.2 Policy development
After the inventory and risk assessment are complete, the dealership should develop or update policies that govern AI approval, use, monitoring, escalation, and documentation. These policies should define approved and prohibited uses, restrictions on entering sensitive information into AI systems, human review requirements, disclosure expectations, recordkeeping obligations, and procedures for reporting concerns or incidents. The policy should also establish an approval process for new AI tools or material changes to existing tools so future adoption occurs through a controlled governance process.
14.3 Vendor review
The third phase should focus on reviewing vendors that provide AI functionality or process dealership data in support of AI-enabled services. Vendor review should evaluate data usage rights, model training practices, security controls, subcontractors, bias testing, performance monitoring, incident response, contract terms, and audit rights. Dealerships should prioritize vendors whose tools interact with consumers, access sensitive data, influence pricing or financing, support employment decisions, or connect to core systems such as the CRM, DMS, digital retailing platform, or lender portals. Where material gaps are identified, the dealership should negotiate contract amendments, require remediation, restrict the use case, or consider alternative providers.
14.4 Training rollout
Once policies and vendor controls are in place, the dealership should roll out employee training tailored to the dealership’s approved AI uses and risk areas. Training should explain which tools may be used, which uses are prohibited, what data may not be entered into AI systems, how employees should verify outputs, and when escalation or human review is required. Role-based training should be provided for sales, F&I, marketing, service, HR, IT, compliance, and management personnel, with practical examples drawn from dealership operations. The dealership should track training completion, maintain training materials, require refresher training when tools or policies change, and reinforce a culture in which employees are encouraged to ask questions and report AI-related concerns.
14.5 Monitoring and continuous improvement
AI governance should continue after implementation through ongoing monitoring, periodic reassessment, and continuous improvement. The dealership should review AI system performance, complaints, incidents, vendor changes, data quality issues, regulatory developments, and business changes that could affect risk. Dealerships should test higher-risk tools more frequently, document reviews, and report results to management, while keeping lower-risk tools within the inventory and acceptable use framework. As dealerships learn from experience and as AI capabilities, legal requirements, and business practices evolve, they should continuously improve policies, training, contracts, disclosures, risk assessments, and technical controls.
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